8:30 -9:30 a.m.

9:30 - 10:15 a.m.

10:15-10:30 a.m.

10:30 —11:15 a.m.

11:15 a.m. — Noon

Noon — 1:30 p.m.

1:30 — 2:30 p.m.

2:30 — 2:45 p.m.

A TIM GRIFFIN

ATTORNEY GENERAL OF ARKANSAS

Cybersecurity Summit
October 7-8, 2024 | Statehouse Convention Center

October 7, 2024

Welcome Remarks and Introductions
o Attorney General Tim Griffin

U.S. Cybersecurity and Infrastructure Security Agency (CISA): Defending
against Threats and Building a Secure and Resilient Infrastructure for the
Future

e Jen Easterly, Director, U.S. Cybersecurity and Infrastructure Security Agency

Fireside Chat
e Jen Easterly, Director, U.S. Cybersecurity and Infrastructure Security Agency

o Attorney General Tim Griffin

Partnership for Collective Defense
o Attorney General Tim Griffin

o Lee Watson, Founder, Forge Institute

Break

Navigating the Future: Creating a Roadmap for Financial Services in the Age
of Artificial Intelligence and Cyber Threats

o U.S. Representative French Hill (R-AR)

Decoding the Cyber Threat
o Supervisory Special Agent, Federal Bureau of Investigation (FBI)

Luncheon Keynote (lunch provided)
o U.S. Senator Tom Cotton (R-AR)

Fighting for You: How the Attorney General’s Office Protects You after Data
Breaches

e Matt Ford, Senior Assistant Attorney General, Office of Attorney General Tim

Griffin
Break



2:45 — 3:30 p.m.

3:30 — 4:45 p.m.

8:00 — 8:45 a.m.

8:45 - 9:45 a.m.

9:45-10:00 a.m.

10:00 —11:00 a.m.

Keeping the Lights On: Infrastructure and Cybersecurity Panel
o Felek Abbas, Vice President and Chief Security Officer, Southwest Power Pool

e Tom Flak, Director of Cyber Programs, Forge Institute

o David Webb, Manager, Cyber Threat Intelligence, Midcontinent Independent
System Operator (MISO)

e Ann Delenela, Vice President and Chief Information Security Officer for
Entergy Technology & Business Services, Entergy

e Paige Smith, Director of Cybersecurity, U.S. Army Corps of Engineers

Breakout Sessions

Fighting Cyber Crime: Essential Tools for Digital Forensics
o Amber Kalmer, Special Agent, Office of Attorney General Tim Griffin

Human Trafficking in the Digital Age
o Matt Foster, Sergeant, Arkansas Human Trafficking Coordinator, Arkansas
State Police

Building a Healthy Cybersecurity Culture Across the Public and Private Sector
o Matthew Eggers, Vice President, Cybersecurity Policy, U.S. Chamber of
Commerce

e Representative, U.S. Cybersecurity and Infrastructure Security Agency

October 8, 2024

Opening Remarks
o U.S. Representative Rick Crawford (R-AR)

Beyond Bits and Bytes: Understanding the Current Cybersecurity Threat

Environment

e Thomas MacLellan, Director of Governmental Affairs and Strategy, Palo Alto
Network

Break

Maintaining Cybersecurity at Home and Work
e Corwin Battle, Sergeant, Arkansas State Police

o Paul Davis, Chief Information Officer, Office of Attorney General Tim Griffin

o James Gentry, Chief Information Olfficer, City of Fort Smith

e Gary Vance, Chief Information Security Officer, Arkansas Division of
Information Systems



11:00 — 11:45 a.m. Arkansas Election Integrity and Cybersecurity

o Spencer Ammons, Election Security Specialist, Office of Secretary of State John
Thurston

o JayP Massiet, Special Agent, Public Integrity Unit, Office of Attorney General
Tim Griffin

o Keith Ingram, Election Security Advisor, U.S. Cybersecurity and Infrastructure
Security Agency

e Gary Vance, Chief Information Security Officer, Arkansas Division of
Information Systems

11:45 a.m. — 1:15 p.m. Lunch (on your own)

1:15-2:00 p.m. Social Media, Sextortion, and Emerging Cyberthreats
o Walter Mahone, Cyber Crimes Unit Director, Olffice of Attorney General Tim
Griffin
2:00 — 2:45 p.m. Artificial Intelligence 101
e Pete Furlong, Lead Policy Researcher, Center for Humane Technology
2:45—-3:00 p.m. Break
3:00 — 3:45 p.m. Prying Eyes: Case Study on a Small Business Hack

e Corwin Battle, Sergeant, Arkansas State Police

3:45 - 4:00 p.m. National Cybersecurity Preparedness Consortium
o Cheryl May Ph.D., Director, Criminal Justice Institute

e Natalie Sjelin, Interim Director, Center for Infrastructure Assurance & Security,
University of Texas at San Antonio

4:00 — 4:15 p.m. Closing Remarks



